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Paper Overview

Item 1: Modeling the Electoral Systems
Item 2: Modeling the Electorate
Item 3: Cryptographic Building Blocks
Item 4: Cryptographic Parameters
Item 5: Parties and Communication
Item 6: Protocol Structure and Communication Diagrams
Item 7: Pseudo-Code Algorithms
Item 8: Usability and Performance
Item 9: Mathematical Library

Item 10: Naming Conventions
Item 11: Implementation of Pseudo-Code Algorithms
Item 12: Parameter Validity Checks
Item 13: Implementation of Protocol Parties
Item 14: Cryptographically Relevant Code
Item 15: Transparency
Item 16: Verifier

Bern University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 3
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Item 17:

Software Announcement
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Item 17: Software Announcement

Lesson Learned
Don’t announce releasing software before your are ready to release it
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Item 17: Software Announcement

but . . .
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Item 17: Software Announcement

OpenCHVote v1.0 has been released yesterday on

https://gitlab.com/openchvote

Along with an updated CHVote Protocol Specification v3.1

https://eprint.iacr.org/2017/325

GNU Affero General Public License Version 3

Funded by the State of Geneva (2016–2019) and the Federal
Chancellery (2019–2020)
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Item 17: Software Announcement

Key Features

Complete parameterizable CHVote protocol run

Simultaneous execution of multiple protocol runs

Two protocol variants: plain and writein

Optimized performance

Clean infrastructure interfaces to cryptographically irrelevant
components

No compulsory dependencies to third-party libraries/frameworks

Straightforward installation
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Item 17: Software Announcement

Missing Features

Software for performing universal verification (the Verifier)

JavaScript implementation of the voting client

Reliable and secure infrastructure services

Other infrastructure software components
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Items 7 & 11:

Pseudo-Code Algorithms

Bern University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 12



Item 7: Pseudo-Code Algorithms
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Item 11: Implementation of Algorithms
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Item 11: Implementation of Algorithms
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Item 13: Protocol Parties
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Item 13: Protocol Parties
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Item 13: Protocol Parties
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Conclusion
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Conclusion

Achievements

CHVote: Consistent and comprehensive protocol specification

OpenCHVote: Perfectly matching Java implementation

Cryptographically relevant aspects fully covered

Flexible software design

Clean production-quality code

Next Steps

Public scrutiny

Integration of third-party contributions

Collaborations with third parties on extensions and open issues
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Questions?

Source: https://en.wikipedia.org/wiki/Landsgemeinde
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