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Abstract

This paper presents a generic approach to prevent board flood-
ing attacks in remote electronic voting schemes providing coercion-
resistance. A key property of these schemes is the possibility of casting
invalid votes to the public bulletin board, which are indistinguishable
from proper votes. Exactly this possibility is crucial for making these
schemes coercion-resistant, but it also opens doors for flooding the
bulletin board with an enormous amount of invalid votes, eventually
spoiling the efficiency of the tallying process. To prevent such attacks,
we present a generic enhancement for these schemes, in which we re-
strict the total amount of votes accepted by the public bulletin board.
For this, voters receive a certain amount of posting tickets, each of
which allowing its owner to post a single vote to the bulletin board.
The list of all posting tickets is published along with the electoral
register. Votes with no valid posting ticket are immediately rejected
by the bulletin board. The maximum amount of postings accepted



by the bulletin board is thus bounded by the total number of issued
posting tickets. This prevents a massive board flooding attack with a
very large number of invalid votes and thus guarantees the efficiency
of the tallying phase. Except with respect to forced vote abstention,
our enhancement preserves all properties of the existing scheme in use.
Although coercion by forced vote abstention cannot be ruled out en-
tirely, such attacks are at least not scalable to a considerable portion
of the electorate.

1 Introduction

One of the most challenging problems in remote electronic voting is the design
of a system that prevents voters from selling their votes or from being co-
erced. The first scheme that is resistant against both the selling of votes and
the coercion of voters has been proposed by Juels, Catalano, and Jakobsson
in [I]. To achieve coercion-resistance (which implies mere receipt-freeness),
the so-called “JCJ-scheme” uses an anonymous authentication mechanism to
guarantee that the identities of the voters remain hidden during the whole
voting and tallying process. The anonymous authentication mechanism re-
quires that during the registration phase each voter receives a secret cre-
dential over an untappable channel. The knowledge of the secret credential
allows the voter to post an encrypted vote anonymously to the public bul-
letin board, such that its inclusion in the final tally is guaranteed. It is also
possible to post invalid votes based on fake credentials, but those will be
filtered out later during the tallying phase. Since both types of board entries
are indistinguishable, it is always possible to lie about the secret credential
and to supply an adversary with a fake one. The adversary will then see
the posted invalid vote on the public bulletin board, but at this early stage
of the scheme, there is no way to tell whether a particular board entry will
be included in the final tally or not. This is the principal mechanism that
renders the JCJ-scheme coercion-resistant.

The JCJ-scheme is the point of departure of most advanced schemes for
remote electronic voting today dealing with coercion-resistance. The scheme
as presented in [I] has at least two major problems (further major and minor
problems of the JCJ-scheme are discussed in [2,[3]). The first problem is the
quadratic running time of the tallying process, where duplicate and invalid
votes need to be eliminated. Detecting duplicate votes requires so-called



plaintext equivalence tests [4] for every pair of votes, and detecting invalid
votes requires each vote to be checked against the public electoral register,
thus making the scheme quite inefficient for large scale elections. The Civitas
system [0], an implementation of the JCJ-scheme, weakens this problem by
breaking up the electoral register into various independent blocks of a given
fixed size. Several other improvements based on hash tables were proposed
by Smith, Weber, and others [0, [7, 3 8, O], but they have been shown to be
vulnerable to Pfitzmann’s attack against anonymous channels [10} [I1]. More
recent developments in this direction offer parametrized coercion-resistance
based on group signatures [11, [12], anonymity sets [13] [14], fake votes gener-
ated by the talliers [I5], or similar techniques [16].

1.1 Contribution

In this paper, we address the second problem of the original JCJ-scheme,
which results from the aforementioned possibility of posting invalid votes
based on fake credentials to the public bulletin board. Exactly this possibility
is crucial for making the scheme coercion-resistant, but it also opens doors for
flooding the public bulletin board with an enormous amount of invalid votes.
As invalid votes are indistinguishable from proper votes from the perspective
of the bulletin board, there are no direct counter-measures against such types
of attack, i.e., as long as the incoming votes are well-formed and comply with
the scheme, the public bulletin board needs to treat them all in the exact
same manner. A massive application-level flooding attack of that kind may
therefore both jeopardize the availability of the public bulletin board and
spoil the efficiency of the tallying process.

The above problem seems to be intrinsic to the chosen approach, but by
accepting a slightly weakened, parameterizable degree of coercion-resistance,
we can define a generic scheme enhancement for JCJ-based schemes, which
solves the board flooding problem. The key idea is to equip the public bulletin
board with a stronger filter on what is an acceptable vote. For this, voters
receive some posting tickets (in addition to the secret credential) during the
registration phase. Each posting ticket can be used to post a single (valid
or invalid) vote to the bulletin board. Votes with no valid posting ticket are
immediately rejected by the bulletin board. The maximum amount of entries
on the bulletin board is thus bounded by the total number of issued posting
tickets. This prevents massive application-level flooding attacks with a very
large number of invalid votes. Although our solution does not generally



prevent denial-of-service attacks (for example on network protocol level), it
guarantees the efficiency of the tallying phase.

In a similar recent approach, the maximal amount of board entries is
controlled by issuing a limited number of so-called dummy credentials to the
voters during their registration [I7]. The role of the dummy credentials is
thus similar to posting tickets, but the generic approach introduced in this
paper has at least three important differences and benefits. First, it can be
applied to any of the existing JCJ-based schemes, thus offering a generic
(not a specific) solution to the board flooding problem. Second, checking
the validity of posting tickets is more efficient and involves less parties than
checking dummy credentials. Third, coercion-resistance is only weakened
with respect to forced vote abstention, but not to other types of coercion.

1.2 Overview

The structure of this paper is as follows. In Section [2] we give an introduction
to the original JCJ-scheme and some of its recent derivatives. In Section[3], we
introduce the generic enhancement for making JCJ-based schemes resistant
against board flooding attacks. We compare this approach with the existing
scheme based on dummy credentials. As we will see, both approaches have a
number of potential pitfalls. These pitfalls will be discussed in Section 4] and
possible solutions will be presented. In Section |5, we conclude the paper.

2 Coercion-Resistant Electronic Voting

In free democratic elections, voters should have the possibility to cast their
votes in full privacy and without any external pressure. A prerequisite to
achieve this in remote electronic voting is to prevent the system from provid-
ing a receipt, which allows voters to prove to somebody else how (or that)
they voted. The absence of such voting receipts disallows voters from selling
their votes and protects them from being coerced. Many schemes offering
receipt-freeness are known in the literature [18] [19] 20, 21, 22] 23], but most
of them rely on unrealistic physical assumptions.

A more formal and even stronger notion of coercion has been proposed
by Jules, Catalano, and Jakobsson in [I]. Their goal is to make remote
electronic voting resistant against various forms of coercion. While privacy
is defined in terms of an adversary that cannot interact with voters during



the election process, it is assumed that a coercive adversary may interact
with voters at any time. Thus an election scheme is called private, if the
adversary cannot guess somebody’s vote (or the fact that there is no vote)
better than an adversarial algorithm whose only input is the final tally, and
the scheme is called coercion-resistant, if the adversary can be deceived into
thinking that a coerced voter has behaved as instructed. Clearly, a scheme
with this property prevents voters from selling their votes or from being
coerced. According to [1I], forcing a voter to vote for a particular candidate
selection is only one of several types of coercive attacks. The following list
describes other coercive attacks applicable to remote electronic voting, which
a coercion-resistant system must address.

e In a randomization attack, voters are forced to vote for a random se-
lection of candidates. The goal of this attack is to nullify with high
probability the choice of the group of voters under attack, for exam-
ple by selecting them from an area with a well-predictable election
outcome. Note that for the success of this attack, the attacker (and
perhaps even the voters) does not need to learn the actual candidate
selection.

e In a forced-abstention attack, voters are forced to abstain from partici-
pating in the election, either by not casting a vote at all or by casting
an invalid vote. With respect to its goal and effectiveness, this type
of attack is closely related to a randomization attack, however much
easier to achieve. By simply observing the public bulletin board in
a scheme prone to this kind of attack, no direct interaction with the
coerced voter is needed.

e In a simulation attack, voters are forced to hand over the legitimation
to vote, for example by handing out the private voting credentials to
the coercer, which can then impersonate (simulate) the coerced voters
and hence vote on their behalf.

The JCJ-scheme is the first remote electronic voting scheme that offers full
coercion-resistance under minimal assumptions. While many other schemes
assume the existence of an untappable channel during the voting phase to
offer mere receipt-freeness, an untappable channel is only required during
the registration phase of the JCJ-scheme. Since credentials can be re-used
in many subsequent voting events, this minimal assumption seems realistic



as credentials can be distributed easily when citizens appear in person at the
administration offices to register as new community members.

2.1 Original JCJ-Scheme

In the following paragraphs, we describe each phase of the original JCJ-
scheme. All cryptographic building blocks are based on a multiplicative cyclic
group G, of order ¢, for which the decisional Diffie-Hellman assumption is
believed to hold. Apart from standard ElGamal encryption and decryption
[24], we also need a threshold cryptosystem [25, 26], plaintext equivalence
tests [4], non-interactive zero-knowledge proofs of knowledge [27, 28], verifi-
able re-encryption mix-nets [19, 29] 30 31], an anonymous channel [32], and
an append-only public bulletin board [33], 34], 135].

For a given referendum or election, a finite set C C G, of available choices
is publicly known, and we write ¢ € C for the voter’s actual choice (a single
option or candidate, a set of options or candidates, an ordered set of options
or candidates, etc.). A general overview of the scheme is shown in Figure .
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Figure 1: Overview of the original JCJ-scheme: the first filter eliminates
votes with invalid proofs, the second filter eliminates duplicate votes, and
the third filter eliminates fake votes by checking them against the electoral
register.

Registration The registrars jointly establish a random credential o € G|
and deliver it to the voter via an untappable channel. Additionally, they
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jointly compute the ElGamal encryption S = Enc,(o,rs), where y represents
the talliers’ common public key and rg is a secret randomization. Finally, the
registrars add S to the voter’s entry in the electoral register, which resides
on the public bulletin board. Assuming a majority of trustworthy registrars,
only the voter will know ¢ and no one will know rg. At the end of the
registration phase, the complete electoral register is digitally signed by the
registrars. Sy denotes the set of all encrypted credentials in the electoral
register, and n = |Sy| is the size of the electorate.

Vote Casting The voter chooses ¢ € C from the set of available choices and
computes ElGamal encryptions A = Enc,(o,r4) and B = Enc,(c,rp). To
cast the vote, A and B must be accompanied by a conjunctive composition
m = 7wy A wp of two non-interactive zero-knowledge proofs,

w4 = ZKP{(0,74) : A= Ency(0,74)},
np = ZKP{(rp) : \/ B = Enc,(c,r5)},

ceC

one to prove knowledge of ¢ and one to prove ¢ € C E| If the voter desires
to fake a vote, o can be replaced by any other value in Gy, a so-called fake
credential. The resulting ballot (A, B, ) is posted to the electronic ballot box
By, which resides on the public bulletin board. N = |By| denotes the number
of ballots in the electronic ballot box at the end of the vote casting phase.

Tallying Five consecutive steps are necessary to detect and eliminate in-
valid ballots and to derive the election result from the remaining encrypted
votes (see Figure [l)). The main actors in the tallying phase are the talliers,
which share the private decryption key x and jointly perform corresponding
computations.

1. The proofs 7 are verified for all ballots (A, B,7) € B,. Ballots for
which the proof does not hold are excluded from further processing.
The remaining reduced ballots (A, B) form a new set B;.

' The first proof 74 prevents attackers from casting unauthorized votes by re-encrypting
entries from the electoral register (recall that rg is not known to anyone). Since each
authorized vote on the bulletin board will be decrypted during the tallying phase, np is
needed to prevent coercers from forcing voters to select ¢ ¢ C according to some prescribed
pattern, thus obtaining a receipt [36].



2. If two ballots contain the same plaintext credential, one of them is
excluded from further processing according to some policy. This is the
case if the plaintext equivalence test PET (A, A’) returns true for two
distinct ballots (A, B) € By and (A’, B') € B;. The remaining ballots

form a new set Bs.

3. The sets By and Sy are mixed in two separate verifiable re-encryption
mix-nets. These mix-nets produce two new sets B3 and Sj.

4. Ballots not containing a valid credential are excluded from further pro-
cessing. This is the case for a ballot (A, B) € Bs, if PET(A, S) = false
holds for every S € §;. The remaining encrypted votes B form a new
set By.

5. The encrypted votes B € By are jointly decrypted. This yields a new
set Bs, which contains the plaintext votes ready to be counted.

In general, the complete transition from By to Bs runs in O(N?+N-n) time [
This implies O(n?) for N < n and O(N?) for N > n. The quadratic growth
rate in both cases makes the scheme not only impractical in a large-scale
setting, but also vulnerable against massive board flooding attacks (where
N may be orders of magnitudes larger than n).

2.2 Linear-Time Schemes

The problem of the inefficient tallying procedure of the original JCJ protocol
has been widely discussed and addressed in the recent literature. Various
promising protocol improvements with a linear-time tallying procedure have
been proposed. In this section, we provide a short summary of these ap-
proaches. Some of them include a security parameter 3 to trade off efficiency
against coercion-resistance. Each of them is a possible candidate for the pro-
posed enhancement in Section 3| (except for the first one, which has been
broken).

2This is the asymptotic running time in terms of number of plaintext equivalence tests.
The number of mix servers and the size of the resulting proof 75 (which depends on |C|)
are not taken into account. For a more detailed running time analysis, we refer to [14].



Scheme by Smith and Weber [3|, 8], 9] Instead of applying PET(A, A’)
pairwise on all elements of By for removing duplicates, both Smith and We-
ber suggest computing and decrypting A* = Enc,(0,74)* = Ency(07, z-14),
where z € Z, is a random blinding value shared among the talliers. The
resulting blinded value o7 is stored in a hash table for collision detection in
linear time. Clearly, if 0 = ¢’* holds for another credential ¢/, then o and
o’ must be the same. Both authors propose using the same procedure for
eliminating fake votes. In that case, however, based on the fact that the
same exponent z is used across multiple times, the coercer gets an attack
strategy to identify whether a vote with known ¢ makes it into the final tally
[5, 10, M1]. Note that this attack does not apply to the above method of
removing duplicates.

Scheme by Clark and Hengartner [13, 37] Although this scheme,
called SELECTIONS, is based on JCJ, it has a slightly different setting. The
public credential S is not an encryption of the voter’s credential o, but an
encryption of ¢, i.e., S = Enc,(¢9°,75). For every election, the public cre-
dentials are transformed into Ts = S* = Enc,(¢7,rs-«v), where § = ¢ is
jointly generated and published by the some trustworthy authorities, such
that « is not revealed. This mechanism prevents information leakage across
elections. When casting a vote, the voter sends a commitment A = g7, the
encrypted vote B = Enc,(c,rp), and a re-encryption of the public credential
C = ReEncy(Ts,rc) to the public bulletin board. Additionally, an anonymity
set T containing Ts and 8 — 1 randomly chosen public credentials different
from Ty is selected. Then the voter constructs a NIZKP m = 4 A g A 7¢,
where

w4 = ZKP{(0c): A= g}
proves knowledge of o, mp proves ¢ € C (as before), and
o = ZKP{(r¢) : \/ C = ReEnc,(T,r¢c)}
TeT

proves that C' is a re-encryption of one of the § public credentials in the
anonymity set 7. The ballot (A, B, C, ) is posted to the electronic ballot
box. After excluding ballots with an invalid proof, detecting and eliminating
duplicate votes is based on the simple fact that votes with the same credential
will have the same commitment A = §°. In that case, only one vote is kept
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for further processing. The remaining ballots (A, B, (') are mixed, where A
is treated as an encryption with randomness 0. Finally, the talliers perform a
single plaintext equivalence test for each ballot. If PET (A, C') returns true,
B is decrypted and counted. The complete tallying procedure runs in O(5N)
time.

Scheme by Spycher et al. [I5] The registration step is conducted ac-
cording to the original JCJ-scheme. In addition to values A and B, the voter
computes C' = Enc,(i,r¢), where i is the index of the voter’s entry in the
electoral register. In the extended proof m = m4 Amg Anme, ™4 and wg are as
in the original scheme and

e = ZKP{(i,rc) : C = Enc,(i,rc)}

proves knowledge of i. The resulting ballot (A, B, C, ) is posted to the elec-
tronic ballot box. After excluding ballots with an invalid proof, the talliers
generate a random number (S in the average) of additional fake votes for each
index 7. After removing duplicate votes as in Smith’s and Weber’s scheme,
the resulting list of ballots (A, B, C') is mixed in a first re-encryption mixnet.
Next, the talliers jointly decrypt C' into ¢ and establish a new set of ballots
(A, B, S) by retrieving S from the electoral register at index ¢. This set is
mixed in a second re-encryption mixnet. Finally, the talliers perform a single
plaintext equivalence test for each ballot. If PET(A,S) returns true, B is
decrypted and counted. The complete tallying procedure runs in O(N + Sn)
time. In [I6], an improved version of this protocol shifts the additional work-
load resulting from the security parameter S to the setup phase and thus
offers an O(N) time tallying procedure.

Scheme by Schlapfer et al. [14),[38] The registration step is identical to
the original JCJ-scheme. Additionally to computing values A and B along
with a conjunctive proof m = m4 A mp, a subset I C {1,...,n} of size § is
chosen at random and added to the ballot. This is the ballot’s anonymity
set, which must include the voter’s own index ¢. After excluding ballots
with an invalid proof, duplicate votes are removed as in Smith’s and Weber’s
scheme. For every remaining ballot (A, B,I,7), the talliers create § new
ballots (A, B, S) by retrieving S from the electoral register at every index
1 € I. The resulting list of ballots is mixed in re-encryption mix-net. Finally,
the talliers perform a single plaintext equivalence test for each ballot. If
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PET(A,S) returns true, B is decrypted and counted. The complete tallying
procedure runs in O(SN) time.

Scheme by Aratjo et al. [11,12],[39] This approach is based on group
signatures. At registration, voters obtain their credential, but there are no
corresponding public values and therefore no public electoral register. Du-
plicate votes are identified by the simple fact that respective ballots contain
identical values. After mixing, the talliers use their private keys to identify
the valid votes. Notably, all information on their validity is included in the
ballot, but can only be assessed by a sufficiently large group of talliers. An
inherent weakness of this approach is the fact that a majority of colluding
registrars could compute valid (but illegitimate) credentials unnoticed. The
complete tallying procedure runs in O(NV) time.

3 Preventing Board Flooding Attacks

A common property of all JCJ-based schemes introduced in the previous
section is that efficiency of their tallying procedures is determined by N,
the total number of ballots sent to the electronic ballot box. Since N has no
upper limit, all schemes are prone to application-level board flooding attacks,
where an enormous amount of ballots reaches the ballot box, thus spoiling the
efficiency of the tallying process. In this section, we describe a generic, linear-
time enhancement for any of the JCJ-based schemes introduced above to
become resistant against such attacks. This enhancement guarantees a hard
upper limit for N, thus ensuring efficient tallying. At the end of this section,
we discuss a recent approach [I7], which integrates a similar mechanism into
the original JCJ-scheme.

3.1 Generic Approach

To protect the electronic ballot box against application-level flooding attacks,
it needs to be equipped with a stronger filter on what is an acceptable bal-
lot. By introducing posting tickets, which are distributed by the registrars to
the voters during the registration phase, ballots not accompanied by a valid
posting ticket can be filtered out right from the beginning. To realize this
filter, we use a combination of Schnorr’s identification scheme [40] and an
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exponentiation miz-net [41, [42], an idea similar to the anonymous authenti-
cation technique proposed in [43, [44]. During the mixing, a random exponent
« is applied to a given list of public keys. If x and y = ¢* form an input
key pair, then x and y = y® = §* form an output key pair with respect to a
fresh generator § = ¢g* (¢ is published along with the mix-net data without
revealing «). In our generic approach, pairs (x,y) are used as private and
public posting tickets. By applying the Schnorr protocol to prove knowledge
of x with respect to y and g, the voter is authenticated anonymously as a
holder of a valid posting ticket. This allows the electronic ballot box to re-
ject ballots with invalid proofs. In the following, we introduce the required
generic enhancement of the registration and vote casting phase (the tallying
phase remains untouched). An overview of an enhanced scheme is given in

Figure [2|
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Figure 2: Overview of the generic protocol enhancement: the ballot sent to
the electronic ballot box is accompanied by a Schnorr identification proof
for an anonymized public posting ticket. Ballots with an invalid proof are
filtered out from the beginning, i.e., they will be discarded and thus never
reach the JCJ-based scheme in use.

Registration In addition to the registration requirements of the JCJ-based
scheme in use, the registrars jointly establish a set of private posting tickets

={r; €Z,:1<i<d}andtheset Y = {y; € G, :1<i <d} of
corresponding public posting tickets y; = g%, where d might be different for
every voter (see Section ). X is delivered to the voter via an untappable
channel and Y is added to the set ) of all public posting tickets for all voters,
which resides on the public bulletin board. At the end of the registration
phase, the complete set ) is digitally signed by the registrars. The total
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number of issued posting tickets, D = |);|, represents the maximum amount
of ballots allowed on the electronic ballot box. At the end of the registration
phase, ) is mixed in an exponentiation mix-net and the fresh generator g is
published. Y; denotes the output of the mix-net.

Vote Casting To cast a vote using a private posting ticket x;, the ballot
of the JCJ-based scheme in use is enhanced by ¢; = ¢* and a Schnorr proof
m; = ZKP{(x;) : y; = 7} of knowing the x;. The resulting enhanced ballot
is accepted by the electronic ballot box, if the verification of the enhanced
proof succeeds and if g; € Y \ Z, where Z denotes the set of public posting
tickets already appearing in the electronic ballot box. Finally, all N < D
accepted ballots are passed without the enhancement to the tallying phase
of the JCJ-based scheme in use.

3.2 Integrated Approach

By applying the generic approach introduced above to any of the existing
JCJ-based schemes, we restrict the maximum number of ballots in the tal-
lying phase to D, which implies that N is O(n) if D is constant. If applied
to the original JCJ-scheme, we still obtain O(n?) for the tallying phase. In
a recent protocol addressing the board flooding problem [17], the idea of the
generic approach and the original JCJ-scheme are integrated more tightly,
resulting in a linear-time tallying phase. In this integrated approach, a set of
so-called dummy credentials is distributed to the voters during the registra-
tion phase (together with the proper secret credential). Ballots not contain-
ing a proper or a dummy credential can then be rejected by the electronic
ballot box during vote casting. Dummy credentials are used to produce fake
votes. In other words, a voter can post several ballots to the electronic ballot
box, but only the one containing the proper credential will make it to the
final tally. This way, the credentials themselves bear the additional property
provided by the posting tickets in the generic approach. An overview of this
scheme is given in Figure [3|

Registration Let {r; € G, : 1 <i < d} be the set of dummy credentials
for a given voter. They are generated jointly by the registrars together with
the secret credential o and distributed over an untappable channel. As in
the generic approach, the number of dummy credentials d might be different

13



Registrars

S
\4

Re-
Encryption
Mix-Net

Electoral

Encryption \— Register

Mix-Net

. & =] = =
=}
(A» B, 7r) Electronic By | g "'—‘E By Re- . B, % "—3 Bs £ By Plaintext
»| Ballot > % 2 —\ Encryption > g > g > Votes
Box = g Mix-Net % g 3
z M =~ a
Voter 2 Els =
A A A
Talliers

Figure 3: Overview of the integrated approach: ballots not containing a
proper or dummy credential are rejected by the electronic ballot box with
the help of the talliers.

for every voter. Corresponding encryptions 7; = Enc,(7;, r,) are published
on the public bulletin board. The set of all dummy credentials published
on the board is denoted by 7Ty and its size by D = |Ty|. If the set of proper
credentials is denoted by Sy, as in our description of the original JCJ-scheme,
then Uy = Sy U Ty represents the complete set of available credentials. The
size of this set, U = [Uy| = n+ D, represents the maximum number of ballots
in the electronic ballot box. By applying a verifiable re-encryption mix-net
to Uy at the end of the registration phase, we obtain a new set U;.

Vote Casting The ballot is constructed as in the original JCJ-scheme. To
fake a vote, one that will appear on the public bulletin board but not in
the final tally, a dummy credentials 7; is taken in place of o. In either case,
the resulting ballot (A, B, ) is sent to the electronic ballot box By. It is
accepted if PET(A,U) = true holds for some U € U; and if no other such
match for U has been found before. To perform these tests in linear time,
we can safely apply Smith’s and Weber’s technique here, because the votes
have not yet been mixed. Note that this step requires the help of the talliers
already during the vote casting phase, which is a true disadvantage compared
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to the generic approach. Another consequence is the fact that the electronic
ballot box does not accept and therefore will not hold any duplicate votes.

Tallying Four consecutive steps are necessary to single out the valid votes
from the list of ballots in the electronic ballot box (see Figure |3)):

1. The proofs 7 are verified for all ballots (A, B,7) € B,. Ballots for
which the proof does not hold are excluded from further processing.
The remaining reduced ballots (A, B) form a new set B;.

2. The sets B; and Sy are mixed in two separate verifiable re-encryption
mix-nets. These mix-nets produce two new sets By and S;.

3. Ballots containing a dummy credential are excluded from further pro-
cessing. This is the case for a ballot (A, B) € By, if PET(A,S) = false
holds for every S € &;. We can again safely apply Smith’s and We-
ber’s technique to perform this step in linear timeﬂ The remaining
encrypted votes B form a new set Bs.

4. The encrypted votes B € Bj are jointly decrypted. This yields a new
set By, which contains the plaintext votes ready to be counted.

Let N = |By| denotes the number of ballots in the initial electronic ballot
box. Clearly, the tallying procedure runs in O(N) time, where n+|7g| defines
an upper limit for N. If the average number of dummy credentials per voter
is constant, which implies that N is O(n), we finally obtain O(n) for the
tallying phase.

4 Analysis of Privacy and Coercion-Resistance

In this section, we analyze privacy and coercion-resistance with respect to
the approaches presented in this paper. We use the same adversary model
as introduced by Jules et al. [1], where it is assumed that the adversary may
corrupt a minority of registrars, but such that the set of corrupted registrars
is known to the voter. The adversary may also corrupt a minority of talliers
and arbitrarily many voters in a static, active manner. By corrupting a tal-
lier, the adversary learns the corresponding share of the private key x and all

3The attack described in [10] does not apply here, because voters cannot freely choose
related plaintext credentials.
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secret randomizations (see [45] for a detailed description of such an adver-
sary). Furthermore, we assume that the adversary is polynomially bounded
and thus incapable of breaking cryptographic primitives. By requiring an
untappable channel during registration and an anonymous channel during
vote casting, we assume that the adversary learns nothing about the voter’s
private communications over these channels. This implies that during vote
casting, every voter has access to the anonymous channel for silently casting
at least one vote. Finally, with respect to the pressure exercised on voters
under coercion, we assume that the adversary has limited resources such as
time or money.

By applying this adversary model to the different schemes discussed in
this paper, we will now analyze their compliance with the notions of privacy
and coercion-resistance as introduced in Section [2 We exclude arguments
concerning the registration phase from our analysis, because they can be
adopted from the original paper.

4.1 Coercion-Resistance in JCJ-Based Schemes?

What makes the original JCJ-scheme coercion-resistant is the fact, that any
ballot sent to the electronic ballot box is accepted, if it is well-formed and
complies with the scheme. This enables the voter to deceive the adversary
with a randomly chosen fake credential (see Subsection , for example by
using it for casting a vote that complies with the demands or by handing it
over to the adversary in a simulation attack. Votes accompanied with such
fake credentials are discarded during the tallying phase, but the two mix-
nets involved in the tallying phase guarantee that no voter can prove to a
third party whether a particular ballot has been discarded before tallying or
not. This property finally prevents voters from selling their votes or from
being coerced. Note that this conclusion holds for all four types of coercive
attacks considered in [I]. For a more formal and more profound discussion
of coercion-resistance in the JCJ-scheme, we refer to the original paper.
Three of the linear-time schemes presented in Subsection [2.2] offer an ad-
justable security parameter 5 to trade off coercion-resistance against efficient
tallying, where [ is the size of some anonymity set. To quantify coercion-
resistance as a function of 5, we consider the game-theoretic definition given
in [46], where the level of coercion-resistance a protocol provides is defined
in terms of the adversarial uncertainty, i.e., the probability § € [0,1] that
the adversary is able to distinguish whether a coerced voter is following the
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instructions or running a counter-strategy.

In all three schemes offering a security parameter § [13| [14 [15], maximal
coercion-resistance of degree 0 = 0 is achieved by selecting § = n, but then
the tallying procedure falls back to a quadratic running time. On the other
extreme, selecting 8 = 1 (respectively 8 = 0, depending on the scheme)
implies efficient linear-time tallying, but then coercion-resistance is ruled out
entirely by 6 = 1. As tallying remains efficient as long as  remains constant,
a reasonable level of coercion-resistance 0 < § < 1 can be achieved by
selecting 3 appropriately (see [16] for a discussion on the relationship between
/3 and 4 in those schemes)[]] The scheme by Arajo et al. [11],12] offers efficient
tallying and full coercion-resistance of degree § = 0 simultaneously, but it
allows ballot stuffing by a sufficiently large group of signing authorities and
is therefore excluded from further analysis.

4.2 Coercion-Resistance in the Generic Approach

In the generic approach, the voter can submit a limited amount of ballots
to the electronic ballot box, depending on the number of posting tickets
received during registration. As a consequence, if the voter can be forced
to expend all posting tickets with invalid votes or to hand them over to the
adversary, then the possibility of submitting a final valid vote is denied. This
restriction enables forced-abstention attacks, but does not generally affect
coercion-resistance of the existing scheme in use.

To run a forced-abstention attack of the above type, the adversary may
offer a certain amount of money for each posting ticket received from the voter
or spent by the voter on an invalid vote. From an economical perspective, this
means that restricting the number of posting tickets makes them valuable. If
i = D/n denotes the average number of posting tickets per voter, where D =
| Vol is the total number of posting tickets and n the number of voters, then
increasing i decreases the value of each issued posting ticket, and vice versa.
Therefore, p plays the role of an additional security parameter, independent
of f in some JCJ-based schemes, influencing . In the following, we provide
answers to some questions on how to choose p and on how to generally deal
with posting tickets.

4In all three schemes, coercion-resistance is only reduced with respect to forced vote
abstention.
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How many posting tickets are needed?

To answer this question, suppose first that each voter receives the same
number d > 1 of posting tickets. Then the adversary can simply force the
voter to release all d posting tickets and check their validity by observing if
corresponding ballots are accepted by the electronic ballot box. However, for
the same reasons as in the original JCJ-scheme, releasing the secret voting
credential o cannot be enforced, i.e., the voter is still protected from being
coerced, except for forced vote abstention.

As a counter-measure against forced-abstention attacks, the registrars
have to issue a random number of posting tickets to each voter. Suppose
that a given voter receives d € {1,...,dmna} posting tickets, where d,qz
denotes a fixed upper limit for all voters. If the scheme guarantees that d is
not known to the adversary, then the voter can lie about it, for example by
releasing only d—1 posting tickets to the adversary. Obviously, this argument
works for every voter possessing d > 1 posting tickets and thus completely
rules out coercion in those cases. Unfortunately, this is not true for voters
possessing exactly d = 1 posting ticket. Under coercion, such (unfortunate)
voters could only give away a single posting ticket, which means that they
would be unable to cast the final vote. In other words, d = 1 makes voters
prone to coercion by forced vote abstention. Note that this problem does
not disappear by increasing the lower limit of d to some value d,,;, < dpaz
or by decreasing it to 0. Another problem exists for voters in possession of
d = dynq, posting tickets. They can prove the release of all posting tickets to
a potential adversary paying for vote abstention.

As an answer to the above problems, we suggest that d is selected ac-
cording to some non-uniform probability distribution over N; = {1,...,00}.
The most natural choice—the one with maximum entry among all real-
valued distributions with specified mean and variance—is a normal distri-
bution N (p, 0?) with reasonable mean p > 0 and variance o? > 0. Since
normal distributions are defined by continuous probability density functions
f:R —[0,1] or corresponding cumulative density functions F' : R — [0, 1],
they need to be applied in some discretized manner over N;. For this, let

fl(w) = f(x)-H(z)

be the truncated distribution over R, where H(X) is the heavyside step
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function and
c:/f(x)dx: 1 — F(0)
0

the normalization constant. Then we can discretize f’ into f* : Ny — [0, 1]
by

) ro Fla)— Flz —1) ®(=) — g(z=t=l)
pw) = [ = ST = T

where ® denotes the cumulative distribution function of the standard nor-
mal distribution A/(0,1), and interpret f*(d) as the probability of obtaining
exactly d posting tickets from the registrars.

How does a given normal distribution affect coercion-resistance?

The advantage of using a distribution f* with no upper limit is that no voter
can prove the release of all posting tickets. The challenge then is to adjust
the available parameters ;1 and o2 such that only very few voters receive the
minimal number of posting tickets, but without ruling it out entirely.

Assuming that d is unknown to the adversary, the voter’s best counter-
strategy against forced vote abstention is to release only d—1 posting tickets,
thus saving one for the final vote. As mentioned above, this strategy does
not work for voters possessing a single posting ticket only. Therefore, the
adversarial uncertainty ¢ depends on the voter under coercion. If d; denotes
the number of posting tickets of voter i, then

5 — 1, ifd; =1,
"0, ifd; > 1.
denotes the adversarial uncertainty with respect to a single voter, and

U G
5_71;51_]0(1)_1 0

g

is the average adversarial uncertainty over the entire electorate. Some exem-
plary values for ¢ are shown in Table[I] To minimize §, we can either choose
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a large mean or a small variance. Note that making the mean too large will
harm the efficiency of the tallying phase, and making the variance too small
will lead to almost the same number of posting tickets for every voter. In
the extreme case when o2 tends toward 0, which implies that ¢ tends toward
0, it even seems that coercion is completely ruled out, but then exactly the
same number of posting tickets is issued to all voters, which corresponds to
the first unpleasant scenario discussed in our analysis. The problem is that ¢
reflects coercibility with respect to a single voter only, which is not a charac-
teristic measure for statistical attacks on groups of voters. To deal with such
attacks, it seems that a large variance is desirable, but we do not introduce
a measure dealing with statistical attacks in this paper. Therefore, forced
vote abstention cannot entirely been ruled out by minimizing ¢, but a careful
selection of the security parameters p and o2 can make it unbearable for the
vast majority of voters (without spoiling the tallying procedure).

o’ =1 o2 =2 0?=3 o2 =14 0?2=5 o2 =10
0.4057 0.3423 0.3038 0.2769 0.2567 0.1988
0.0214 0.0628 0.0861 0.0984 0.1051 0.1112
3.1-107° | 0.0021 0.0085 0.0166 0.0245 0.0488
0 ~ 0 9.7-10~*" 1 9.8.107% [ 3.1-107% | 2.5:107° | 0.0014
0 ~ 0 ~ 0 ~ 0 ~ 0 ~ 0 8.1:10719

TIRIR|IT®ETE
I
DO —| Ot W[ —

Table 1: The adversarial uncertainty 6 for some exemplary security parame-
ters u and o2

How do registrars generate random numbers of posting tickets?

The naive approach for the registrars to generate a random number of post-
ing tickets for a given voter is to jointly apply F' to determine d. The problem
of this simple approach is that then d is not a secret of the voter alone, i.e.,
the voter cannot lie about it toward an adversary colluding with one of the
registrars. As a solution to this problem, we suggest to split up the group
of registrars into r sub-groups. Each of these sub-groups is then respon-
sible for secretly generating an average of 4/r posting tickets, but without
informing the other groups about the exact number. To do so, we decom-
pose the normal distribution A (u1, 0?) into a sum of r normal distributions
N(u/r,0%/r?). Each sub-group generates its own subset of posting tickets
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and communicates them separately to the voter over the untappable channel.
Coercion-resistance is maintained, if at least one sub-group remains honest.
This constraint guarantees that d remains secret. Note that a single dishonest
registrar constitutes a single point of failure of the corresponding sub-group.
As this affects the robustness of the registration process, the number of reg-
istrars and the size of the sub-groups have to be chosen carefully.

How should the public board store the encrypted posting tickets?

In the original JCJ-scheme, the list of encrypted credentials Sy is published in
the electoral register together with the plaintext identities of the voters. This
list resides on the public bulletin board and can be inspected and verified
by everybody. Doing the same with the posting tickets y; by linking Y =
{y1,...,ya} publicly with the voter’s identity allows the adversary to derive
the secret number d from Y. As a simple solution to this problem, we suggest
that Y is published anonymously in )y without any links to the voters. Since
Yo does not serve as an electoral register, it does not necessarily need to be
treated in exactly the same way as Sy.

How can the voter hide the number of posting tickets?

During registration, the voter receives d posting tickets over an untappable
channel. To omit vote-abstention attacks, the voter has to be able to hide d
from the attacker. Therefore, the voter is required to manage each posting
ticket independently, so that disclosing one posting ticket does not infer the
existence of another. In practice, especially if d is large, it is difficult for the
voter to realize such a management in a usable way. As a possible approach,
we suggest a cryptographic component similar to an encrypted password
vault, but with the additional property that the extraction of a single secret
does not disclose any information about the remaining secrets and that the
exact number of secrets always remains hidden. An approach for a system
with these properties based on polynomial interpolation is currently under
investigation [47, [48].

4.3 Coercion-Resistance in the Integrated Approach

By issuing dummy credentials instead of posting tickets, the integrated ap-
proach limits the number of ballots the voter can submit to the electronic
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ballot box in a similar way as in the generic approach. If y = D/n denotes
the average number of dummy credentials per voter and D = |Tg| the total
number of dummy credentials, then p plays the role of a security parame-
ter influencing ¢ as in the generic approach. This raises the same questions
on how to choose i and on how to generally deal with dummy credentials.
All conclusions from the previous subsection can be adopted, except those
concerning the impact of a successful coercion attack.

Consider the attack from the generic approach, where voters possessing a
single posting ticket can be forced to abstain from voting. In the integrated
approach, the same attack enables the adversary to get into possession of
both the single dummy credential and the secret credential, simply by forcing
the voter to release two credentials. Their validity can then be checked by
sending respective ballots to the electronic ballot box and by observing if
they get accepted. Therefore, voters in possession of only d = 1 dummy
credential are exposed to all four types of coercive attacks. However, using
a normal distribution with appropriate parameters for picking d limits the
scalability of this attack in the same way as in the generic approach.

5 Conclusion

This paper is a new contribution to making the original JCJ-scheme—applicable
under the assumption of unrealistic computing power only—more efficient
and thus more practicable. The goal of our approach is different than in
other existing improvements of the JCJ-scheme. Instead of focusing on a
linear-time tallying procedure, we propose a generic mechanism for limiting
the maximum number of ballots in the electronic ballot box. This is an im-
portant counter-measure to prevent application-level flooding attacks, where
the electronic ballot box is filled up with an enormous amount of invalid
votes. Our solution has some negative consequences with respect to perfect
coercion-resistance, but by allowing a trade-off between the obtained level
of coercion-resistance and the maximal amount of ballots in the electronic
ballot box, it is possible to minimize this effect to a small subset of voters.
In our approach, voters receive a random amount of posting tickets at
registration. These tickets can be used for sending ballots to the electronic
ballot box. The limited total number of issued posting tickets defines an
upper bound for the ballot box size. This idea is similar to the integrated
approach presented recently in [I7], but the new approach presented in this
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paper has at least three major advantages:

e The approach is generic, meaning that it is applicable to any of the ex-
isting linear-time JCJ-based schemes (even to the integrated approach
itself).

e For checking the incoming ballots, no third parties need to cooperate
with the electronic ballot box.

e Coercion-resistance is only affected with respect to forced vote absten-
tion.

An open question is the residual statistical vulnerability of our solution. For
this, we need to extent our definition of adversarial uncertainty from a single
voter under attack to a group of voters under attack. As a general counter-
measure against such statistical attacks, we may consider the possibility of
obtaining additional posting tickets during the vote casting phase, for ex-
ample by exchanging them between voters. On the more practical side, we
need to provide solutions for the creation and management of posting tick-
ets, which adds some non-negligible organizational complexity to the overall
scheme.
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