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What Is a Bulletin Board? 

• Computer system 

• Share messages 

• Append only 

• Public (for reading) 

• Can be on the Internet 
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Typical Applications 

• E-voting 

• Auctions 

• Online Petitions 

• Auditable Discussion Boards 

• System Logs 
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Requirements 

• Availability 

• Append only 

• Failure detection 

• No single point of failure 
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A Distributed Solution 

• Fully connected network with n parties. 

• Replicated content.  
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Byzantine Generals Problem 

• Using a secure broadcast channel ensures that 

every party receives the same message. 

 
 Condition: more than 2/3 of the parties must be correct. 
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Rampart 

“Rampart is a toolkit of protocols to facilitate the 

development of high-integrity services, i.e., 

distributed services that retain their availability 

and correctness despite the malicious penetration 

of some component servers by an attacker.”  

 

(Secure Agreement Protocols: Reliable and Atomic 

Group Multicast in Rampart by Michael K. Reiter) 
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The Protocols Stack 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 
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Secure Group Membership Protocol 

 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 
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Secure Group Membership Protocol (1/2) 

• Maintains a set of correct parties (the view V). 

• Parties can be added or removed. 

• Views are the same at each correct party. 

• Parties are totally ordered (rank 1 to n). 

• Party with rank n is the manager (pm). 

pn 

p1 

p2 

p… 

Vx 
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Secure Group Membership Protocol (2/2) 

Remove or add a party pc: 

 

 

Pn

P...

P2

P1

time

(manager)

‹commit: pc, pn, 
{‹ready, pn, pc›Ki}pi∈P’’› 

‹ready: pc, 

‹ready, pn, pc›Ki›

‹proposal: pc,
{‹ack, pn, pc›Ki}pi∈ P’› 

‹ack: pc, 
‹ack, pn, pc›Ki›

‹suggest: pc,
{‹notify, pc›Ki}pi∈P› 

‹notify: pc, 
‹notify, pc›Ki›
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Echo Multicast Protocol 

 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 
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Echo Multicast Protocol (1/2) 

• Ensures that each message sent by a party p in 

view x is the same at each correct party. 

• Delivers messages to the upper layer once they 

are stable (received by every party). 

• Each party periodically sends counters 

messages, indicating the messages it has 

received. 
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Echo Multicast Protocol (2/2) 

Party p1 multicast a message m in view x: 

P1

P2

P...

Pn

time

‹init: x, f(m)› 

 

‹echo: x, l, ‹echo, 
p1, x, l, f(m)›Kj› 

‹commit: p1, x, m, {‹echo: x, l,
‹echo, p1, x, l, f(m)›Kj›}pj∈P› 

l: amount of messages received by a certain party in view x 
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Reliable Multicast Protocol 

 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 
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Reliable Multicast Protocol (1/2) 

• Uses the Echo Multicast Protocol. 

• Makes messages stable if a new view is created. 

• Refuses messages for closed views. 

• Buffers messages for future views. 

 



Berner Fachhochschule  

Technik und Informatik 

Reliable Multicast Protocol (2/2) 

View … 7 8 … 

p1 

p… 

p2 

pn 

new view 

‹end› 

‹end› 

‹flush: Commits› 

‹flush: Commits› 

open closed 
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Atomic Multicast Protocol 

 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 
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Atomic Multicast Protocol (1/2) 

• Uses the Reliable Multicast Protocol. 

• Ensures that correct parties deliver messages in 

the same order. 

• Each view has a sequencer, which periodically 

multicast the order in which it received the 

messages. 
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Messages at party p1: 

 

 

 

 

 

 

 

Messages at party pn (the sequencer): 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Atomic Multicast Protocol (2/2) 

Messages Pendingp1 Pendingp… Pendingpn Senders 

m1 from p1 m1 p1 

m2 from pn m1 m2 p1, pn 

m3 from p1 m1, m3 m2 p1, pn, p1 

‹Order: Senders› from pn 

Messages Pendingp1 Pendingp… Pendingpn 

m1 from p1 m1 

m3 from p1 m1, m3 

m2 from pn m1 , m3 m2 

‹Order: Senders› from pn 
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Synchronized Atomic Multicast Protocol 

 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 



Berner Fachhochschule  

Technik und Informatik 

Synchronized Atomic Multicast Protocol (1/2) 

• Uses the Atomic Multicast Protocol. 

• Synchronizes messages at parties (re)joining the 

group. 
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Synchronized Atomic Multicast Protocol (2/2) 

p1 

p… 

p2 

pn 

p1 joins 
the group 

‹request-hashes: b› 

‹reply-hash: e, h› 

‹request-messages: b, e› 

‹reply-messages: 
Messages[b+1, e]› 

b: amount of already received messages 
e: amount of missing messages 
h: hash of the missing messages 
 



Berner Fachhochschule  

Technik und Informatik 

Application 

 

Network 

Secure Group Membership Protocol 

Reliable Multicast Protocol 

Atomic Multicast Protocol 

Synchronized Atomic Multicast Protocol 

Application 

Echo Multicast Protocol 
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Application 

• Depends of the context. 

• Consists of three protocols: 
 - The Server Protocol 

 - The Client Writing Protocol 

 - The Client Reading Protocol 
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The Server Protocol (1/3) 

• Receives messages from clients and multicast 

them to the other parties using the Synchronized 

Atomic Multicast Protocol. 

• Persists the messages. 

• Sends receipts to the clients. 

• Answers read requests. 
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The Client Writing Protocol 

• A client c randomly selects one of the parties to 

post his message m. 

• If the client does not receive a correct receipt in 

time, it selects another party. 
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The Server Protocol (2/3) 

p1 

p… 

p2 

pn 

‹message: m› 

‹signature: c, m, 
 ‹c, m›Kt› 

‹receipt: Signatures› 

m: the message 

c 

…. 

‹message: 
 c, m› 
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The Client Reading Protocol 

• A client c randomly selects one of the parties and 

sends a read request. 

• If the client does not receive the messages and a 

correct signature in time, it selects another party. 
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The Server Protocol (3/3) 

p1 

p… 

p2 

pn 

‹read› 

‹reply-read: e, c, 
‹Messages[1, e]›Ki› 

‹messages: Messages[1, e], 
 Signatures› 

e : the amount of messages at p1 

c 

‹request-read: e, c› 
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Conclusion 

• Using the presented protocols, we can build a 

secure distributed bulletin board which satisfies 

the requirements. 

• Implementation status. 

• Future works:  
 - group threshold signatures 

 - persistence service 

 - application (e-voting?) 
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