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A Good Voting Scheme

v

Accuracy (Casted as intended, tallied as casted)

v

Uniqueness and Eligibility
Verifiability (Individual, Universal, Eligibility)
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v

Fairness (No premature results)
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Receipt-Freeness (Not enough)
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Coercion-Resistance (Coercion and bribery are infeasible)
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Introduction Page 6

Primitives (1)
IND — CPA Secure ElI Gamal

Notation / Properties
» E.(m,a) encryption of message m under randomness « and
public key e
Infeasible to compute m given E.(m,a) and e
Easy to compute m as Decy(Ee(m, ), d private key

Infeasible to decide my = my given E¢(m1, a1), Ee(m2, az), e

vV v vY

Homomorphic Property: Ee(m1) - Ee(m2) = Ee(my - mo)

Group Threshold Computation

> Secrets shared among ny parties

» Computations performed by t4 > % trusted parties

University of Fribourg Oliver Spycher
Bern University of Applied Sciences Efficient Coercion-Resistant Remote E-Voting



Primitives (2)

Mix - Nets

» Input: encryptions (C, ..., Cn)
» Output: mixed re-encryptions (Cr(l), veny ﬁ',r(,\,)), where

A

Cr(iy = Gi - Ee(1, ) and 7, o unknown

Non-Interactive Zero-Knowledge Proofs
» All computations that involve exponentiation are justified.

> Example: “/ know a: C=C-Eol,a), ie.
Decy(C) = Decy(C)
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Setup JCJ

1. Registrars jointly compute public credential S as E¢(o, as)

2. Pass shared secret credential o and designated proof to V

Voter Roll

| # | Voter | S |
1 Wolf Ee(Ul)
2 | Dwarf Ec(02)
3 | Gretel Ee(03)
4 | King Ee(04)
5 | Snow White | Ec(o5)

| n | Witch | Ee(0n) |




Cast Votes
V posts to voting board through anonymous channel

1. (A) Encryption of secret credential o: Ee(o, ap)
2. (B) Encryption of vote ¢ € C: E¢(c,aa)
3. (P) Proofs: ¢ € C, knowledge of ag

Voting Board
(#[Aa [8  [P]
1 [Ee(o1) | Be(ar)
2 | Ee(02) | Be(c)
3 Ee(03) Ee(c3)
4 | Ee(o4) | Ee(ca)
5 | Ee(os) | Ee(cs)
N [ Be(on) | Belen) | ]




Undermining Coercion

Coercion

» Receipt Based
» Forced Abstention
» Randomization

» Simulation

JCJ Medicine

1. V claims & # o to be his secret credential
2. V follows coercer’s instructions

3. V secretly casts his real vote using o



O -AdighyCouconRessancPowcel  Pesel2
Tallying

To Do: Voting Board
1. Remove Duplicates | # | A | B |
1 Ee(a']_) Ee(Cl)
2 | Ee(72) | Ee(c)
3 | Ee(73) | Ee(cs)
4 Ee(5'4) Ee(C4)
5 Ee(5'5) Ee(C5)
6

7

N

Ee(5'6) Ee(C6)
Ee(57) Ee(C7)
| Ee(an) | Ee(cn) |

(=]



Tallying
Voter Roll To Do: Voting Board

|#|V |S | 1. Remove Duplicates | # | A | B |
1 [ Wo | Ee(o1) 2. Authorize Votes 1 [ Ee(51) | Ee(cr)
2 Dw ( 2) 2 Ee(a'z) Ee(Cz)
3 | Gr | Ee(o3) 3 | Ee(73) | Ee(cs)
4 Ki E (0'4) 4 Ee(5'4) Ee(C4)
5 SW | E (0'5) 5 Ee(5'5) Ee(C5)
(o [ Wi | Be(o,) | 6 | Ee(d5) | Belcs)
7 Ee(57) Ee(C7)

[N | Ee(on) | Ee(en) |

(=]



Tallying
Voter Roll To Do: Voting Board

|#|V |S | 1. Remove Duplicates | # | A | B |
1 [ Wo | Ee(o1) 2. Authorize Votes 1 [ Ee(51) | Ee(cr)
2 Dw 2 2 Ee 5’2 Ee C
3 [ Gr E 3; — PET 3 Ee§53§ EeEc;.;%
4 Ki E (0'4) 4 Ee(5'4) Ee(C4)
5 SW | E (0'5) 5 Ee(5'5) Ee(C5)
(o [Wi | Ee(0n) | 6 | Ee(d5) | Belcs)
7 Ee(57) Ee(C7)

[N | Ee(on) | Ee(en) |
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PET - Plaintext Equivalence Test

Given E¢(p1), Ee(p2), decide whether p; = po, without revealing

plaintexts.
Algorithm
1. Compute E¢(£!) = Ee(pl)

Ee(p2)
2. Compute E¢((£:)?) = EZ(£}), z €r Zq, fresh unknown

3. Compute (%)z = DeCd(Ee((%)z))

4. Return true if (£)7 =1, false otherwise.



L JC)-AdighyCowconResiancPoocel  Peselo
Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

3 | Ee(73) | Ee(c3)

4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

PET(AN,A7):false—> 7 Ee(5'7) Ee(C7)
— | N | Ee(on) | Ee(en)




L JC)-AdighyCowconResitancPoocel  Pesell
Remove Duplicates Using PET

Voting Board

# | A B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 Ee(53) Ee(C3)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
PET(An,As) = false — | 6 | Ec(d6) | Ee(cs)
7 Ee(5'7) Ee(C7)
— | N | Ee(on) | Ee(en)
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Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

3 | Ee(73) | Ee(c3)

4 Ee(5'4) Ee(C4)

PET(AN,A5):false—> 5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)

7 Ee(5'7) Ee(C7)

— | N | Ee(on) | Ee(en)




O AdighyCowconResiancPoocel  Peseld
Remove Duplicates Using PET

Voting Board

# | A B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
PET(An,As) = false — | 4 | Ec(G4) | Ee(ca)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
7 Ee(5'7) Ee(C7)
— | N | Ee(on) | Ee(en)




L JC)-AdighyCowconResstancPoocel  Pese0
Remove Duplicates Using PET

Voting Board

ZF1A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

PET(An,A3) = false — | 3 | Ec(73) | Ee(c3)
4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

7 Ee(5'7) Ee(C7)

— | N | Ee(on) | Ee(en)




SO -AdighyCowconResiancPoocel  Pese2l
Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

PET(AN,A2)=false—> 2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)

4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

7 Ee(5'7) Ee(C7)

— | N | Ee(on) | Ee(en)




SO -AdighyCowconResancPowcel  Pese2
Remove Duplicates Using PET

Voting Board

# | A B
PET(An, A1) = false — | 1 | Eo(G1) | Ee(c1)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
7 Ee(5'7) Ee(C7)
— | N | Ee(on) | Ee(en)




O -AdighyCowconRessancPocel  Pese
Remove Duplicates Using PET

Voting Board

# | A B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 Ee(53) Ee(C3)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
PET(A7,As) = false — | 6 | Ec(d6) | Ee(cs)
— 7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




L JC)-AdighyCowconRessancPowcel  Pese2t
Remove Duplicates Using PET

Voting Board

# | A B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
4 Ee(5'4) Ee(C4)
PET(A7,As) = false — | 5 | Ee(d5) | Ee(cs)
6 | Ee(d6) | Ee(co)
— | 7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




O -AdighyCouconRessancPowcdl  Pese2
Remove Duplicates Using PET

Voting Board

Z#TA B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
PET(A7,A4) = false — | 4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
— | 7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResstancPoocel  Pese2
Remove Duplicates Using PET

Voting Board

ZF1A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

PET(A7,A3) = false — | 3 | Ec(G3) | Ee(c3)
4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

— | 7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCowconRessancPoocel  Pese2l
Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

PET(A7,A2) = false — | 2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)

4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

— | 7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCouconResiancPoocel  Pese2
Remove Duplicates Using PET

Voting Board

# | A B
PET(A7,A1) = false — | 1 | Eo(G1) | Ee(c1)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
— | 7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResitancPoocel  Pese
Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

3 | Ee(73) | Ee(c3)

4 Ee(5'4) Ee(C4)

PET(AG,A5):false—> 5 Ee(55) Ee(C5)
—— | 6 | Ee(6) | Ee(cs)

7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResitancPoocel  Pese30
Remove Duplicates Using PET

Voting Board

# | A B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
PET (A6, As) = false — | 4 | Ec(G4) | Ee(ca)
5 Ee(55) Ee(C5)
—— | 6 | Ee(6) | Ee(cs)
7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)
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Remove Duplicates Using PET

Voting Board

ZF1A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

PET(Ae, A3) = false — | 3 | Ec(73) | Ee(c3)
4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

—— | 6 | Ee(6) | Ee(cs)

7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResiancPocel  Pese2
Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

PET(AG,A2)=false—> 2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)

4 Ee(5'4) Ee(C4)

5 Ee(55) Ee(C5)

—— | 6 | Ee(6) | Ee(cs)

7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




o JC)-AdighyCowconRessancPoocel  Pese3
Remove Duplicates Using PET

Voting Board

# | A B
PET(Ae, A1) = false — | 1 | Eo(G1) | Ee(c1)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
—— | 6 | Ee(6) | Ee(cs)
7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResiancPocel  Pesed
Remove Duplicates Using PET

Voting Board

Z#TA B
1 Ee(ﬁl) Ee(q)
2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Ee(c3)
PET(A5,A4)=false—> 4 Ee(5'4) Ee(C4)
— | b Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




SO -AdighyCowconResiancPoocel  Pese3
Remove Duplicates Using PET

Voting Board

ZF1A B

1 Ee(ﬁl) Ee(q)

2 Ee(5'2) Ee(Cz)

PET(As, A3) = true — | 3 | Eo(73) | Eefes)
4 Ee(5'4) Ee(C4)

— | b Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResiancPoocel  Pese3
Remove Duplicates Using PET

Voting Board

# A B

1 Ee(ﬁl) Ee(q)

PET(A5,A2)=false—> 2 Ee(5'2) Ee(Cz)
3 | Ee(73) | Eefes)

4 Ee(5'4) Ee(C4)

— | b Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCowconResitancPoocel  PesedT
Remove Duplicates Using PET

Voting Board

# A B

PET(As, A1) = false — | 1 | Eo(G1) | Ee(c1)
2 Ee(5'2) Ee(Cz)

3 | Ee(d3) | Eefes)

4 Ee(5'4) Ee(C4)

— | b Ee(55) Ee(C5)

6 | Ee(d6) | Ee(co)

7 Ee(5'7) Ee(C7)

N | Ec(dn) | Ee(en)




L JC)-AdighyCowconRessancPoocel  Pese3
Remove Duplicates Using PET

Voting Board

# A B
1 Ee(ﬁl) Ee(q)
PET (A4, Ap) = true — | 2 | Ee(52) | Belez)
3 | Ee(d3) | Eefes)
— | 4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




O -AdighyCowconResitancPocel  Pese3
Remove Duplicates Using PET

Voting Board

# | A B
PET(A4,A1) =false — | 1 | Ec(G1) | Ee(a)
2 [Be(o2) | Eeked)
3 | Ee(03) | ¥efes)
— | 4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




O -AdighyCouconResiancPoocel  Pesed
Remove Duplicates Using PET

Voting Board

ZF1A B
— | 1 Ee(ﬁl) Ee(q)
2 [ Bel5:) | Beker)
3 | Ee(d3) | Eefes)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 Ee(5'6) Ee(CG)
7 Ee(5'7) Ee(C7)
N Ee(ﬁN) Ee(CN)




L JC)-AdighyCowconResiancPoocel  Pesed
Remove Duplicates Using PET

Voting Board

# A B
1 Ee(ﬁl) Ee(q)
2 [Ee(52) | Bele)
O(N?) 3 | Ee(d3) | Eefes)
4 Ee(5'4) Ee(C4)
5 Ee(55) Ee(C5)
6 | Ee(d6) | Ee(co)
7 Ee(5'7) Ee(C7)
N | Ec(dn) | Ee(en)




Authorize Votes

Voter Roll To Do: Voting Board
Vi [S ] _ A B
1 [ Wo [ Ee(o1) 2. Authorize Votes 1 [ Ee(51) | Ee(ar)
2 | Dw | Ee(02) 2 | Ee(02) | Befer)
3[Gr |Ee(os) | NowPET? 3 | Ee(33) | Befes)
4 | Ki Ee(0'4) 4 Ee(5'4) Ee(C4)
51| SW Ee(0'5) 5 Ee(5'5) Ee(C5)
(0 [Wi | Ee(0,) | 6 | Ee(35) | Ee(co)
7 | Ee(57) | Ee(cr)
| N | Ee(c_TN) | Ee(CN) |




Authorize Votes

Voter Roll To Do: Voting Board
Vi [S ] , A B
1 [ Wo [ Ee(o1) 2. Authorize Votes 1 [ Ee(51) | Ee(ar)
2 | Dw | Ee(02) 2 | Ee(02) | Befer)
3| Gr | Eo(o3) | NowPET? 3 | Ee(33) | Befes)
4 | Ki Ee(0'4) o 4 Ee(5'4) Ee(C4)
5| SW | Ee(os) | — Mixfirst. 5 | Ee(3s) | Ee(cs)
(0 [ Wi | E(o,) ] 6 | Ee(76) | Be(c)
7 | Ee(57) | Ee(cr)
| N | Ee(c_TN) | Ee(CN) |




G AMyCondonResntProtocsl gt
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Ee(o1) | «—  PET(A,5) =false — |1 | Ee(51) | Ee(c1)
2 Ee(O'z) 2 Ee(62) Ee(Cz)
3 | Ee(03) 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JCoAMyCondonRessntProtocsl  Pageds
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Be(or) PET(A;,5) = false — |1 [ Eo(51) | Ee(cr)
2 Ee(O'z) — 2 Ee(62) Ee(Cz)
3 | Ee(03) 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




. JCoAMyComdonResntProtocsl  Pageds
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Be(or) PET(A;,5) = false — |1 [ Eo(51) | Ee(cr)
2 Ee(O'z) 2 Ee(62) Ee(Cz)
3 | Ee(o3) | «— 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




G AMyComdonResntProtocsl  Peged7
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Be(or) PET(A;,5) = false — [ 1 [ Eo(51) | Ee(cr)
2 Ee(O'z) 2 Ee(62) Ee(Cz)
3 Ee(03) 3 Ee(53) Ee(C3)
4 Ee(04) — 4 Ee(54) Ee(C4)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n | Ee(on) N | Ec(an) | Ee(en)




G AMyComdonResntProtocsl  Pegeds
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Be(or) PET(A;,55) = false — [ 1 [ Eo(51) | Ee(cr)
2 Ee(O'z) 2 Ee(62) Ee(Cz)
3 | Ee(03) 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) — 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




. JCoAMyComdonRessntProtocsl  Pageds
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Be(o1) PET(A;,5,) = false — | 1 | Ec(51) | Ee(ar)
2 Ee(O'z) 2 Ee(62) Ee(Cz)
3 | Ee(03) 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) — N Ee(ﬁ/\/) Ee(CN)




. JC-AMyComdonResntProtocsl  PegeS0
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i S i | A B;
B | — - ) | Beken
2 Ee(O'z) PET(A]_, 51) = false — | 2 Ee(62) Ee(Cz)
3 Ee(03) 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JC-AMyComdonResntProtocol  Pegest
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)
i |S; i | A B;
1| Ee(01) 1 | Ee(a1) | Beter)
2 | Be(on) | «—  PET(ALS) =true — |2 | Ee(52) | Ee()
3 | Ee(03) 3 Ee(53) Ee(C3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JCoAMyCondonResntProtocsl  Pege®
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Ee(o1) | «— 1 | Ee(01) | Befer)
2 Ee(O'z) o 2 Ee(a‘g) Ee(Cg)
3 | Ee(03) PET(As, 51) = false — | 3 | E¢(53) | Ee(c3)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JCoAMyComdonResntProtocsl  Peges3
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1 | Ee(o1) 1 | Ee(01) | Befer)
2 Ee(O'z) o 2 Ee(a‘g) Ee(Cg)
3 | Ee(o3) | —  PET(A3,S3) =false — | 3 | Ee(03) | Ee(cs)
4 | Ee(os) 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JCoAMyComdonResntProtocsl  Pagest
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1 | Ee(o1) 1 | Ee(01) | Beter)
2 Ee(O'z) o 2 Ee(a‘g) Ee(Cg)
3 | Ee(03) PET(As3, S4) = true — | 3 | E¢(53) | Ee(c3)
4 | Ee(og) | «— 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




. JC-AMyComdonRessntProtocsl  Pegess
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Ee(o1) | «+— 1 | Ee(71) | Befer)
2 Ee(O'z) 2 Ee(a‘g) Ee(Cg)
3 | Ee(03) o 3 | Ee(73) | Ee(c3)
4 | Ec(04) PET(A4,51) = false — | 4 | Ee(74) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JC-AMyComdonRessntProtocol  Pegess
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S i | A B;

1| Ee(o1) 1 | Ee(01) | Befer
2 Ee(O'z) 2 Ee(a‘g) Ee(Cg)
3 | Ee(o3) | — o 3 | Ee(73) | Ee(cs)
4 | Ec(04) PET(A4,53) = false — | 4 | Eo(G4) | Ee(ca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JCoAMyComdonResntProtocsl  PegeST
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i [§ i A B;

1| Ee(o1) 1 | Eo(51) | Eelery
2 Ee(O'z) 2 Ee(a‘g) Ee(Cg)
3 [ Ee(o3) o 3 | Ee(33) | Ee(cs)
4 Ee(04) PET(A4, 55) = false — | 4 Ee(54) Ee(C4)
5 Ee(0'5) — 5 Ee(5'5) Ee(C5)
n Ee(Un) N Ee(ﬁ/\/) Ee(CN)




o JC-AMyCondonResntProtocsl  Pegess
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i | S i |A B;

1 | Be(o1) 1 | Ee(d1) | Eefer)
2 Ee(O'z) 2 Ee(a‘g) Ee(Cg)
3 | Ee(os) o 3 | Be(73) | Belcs)
4 [ Bo(oa) PET(A4,5,) = true — | 4 | Be(54) | Belca)
5 Ee(0'5) 5 Ee(5'5) Ee(C5)
H Ee(Un) — N Ee(ﬁ/\/) Ee(CN)




. JCoAMyCondonResntProtocsl  Pege®)
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i | S i |A B;

1| Be(o1) | 1 | Ee(d1) | Eefer)
2 Ee(O'z) 2 Ee(a‘g) Ee(Cg)
3| Ee(03) 3 | Be(73) | Belcs)
4 [ Bo(oa) o 4 | Be(5s) | Eelcs)
5 Ee(0'5) PET(A5, 51) =false — | b Ee(5'5) Ee(C5)
H Ee(Un) N Ee(ﬁ/\/) Ee(CN)




. JC-AMyComdonResntProtocsl  Pege®0
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i | S i |A B;

1 | Be(o1) 1 | Ee(d1) | Eefer)
2 Ee(O'z) 2 Ee(ﬁg) Ee(C2)
3| Be(os) | — 3 | Be(73) | Belcs)
4 [ Bo(oa) o 4 | Be(5s) | Eelcs)
5 Ee(0'5) PET(A5, 53) =false — | b Ee(5'5) Ee(C5)
H Ee(Un) N Ee(ﬁ/\/) Ee(CN)




. JC-AMyComdonResntProtocol  Pegedl
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i | S i |A B;

1 | Be(o1) 1 | Ee(d1) | Eefer)
2 Ee(O'z) 2 Ee(ﬁg) Ee(C2)
3| Ee(03) 3 | Be(73) | Belcs)
4 [ Bo(oa) o 4 | Be(5s) | Eelcs)
5 Ee(0'5) — PET(A5, 55) =false — | 5 Ee(5'5) Egée?}
H Ee(Un) N Ee(ﬁ/\/) Ee(CN)




. JCoAMyComdonRessntProtocsl  Pege®
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1| Ee(o1) | «+— 1 | Ee(01) | Beter)
2 Ee(O'z) 2 Ee(ﬁg) Ee(C2)
3 | Ee(03) 3 | Ee(73) | Ee(c3)
4 | Ec(04) 4 | Ee(d4) | Ee(ca)
5| Fel(os) - 5 | Be(s) | Beles)
a | Ee(on) PET(An, 51) = true — | N | Ec(Gn) | Ee(cn)




. JC-AMyComdonRessntProtocsl  Pege®s
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1 | Ee(o1) 1 | Ee(01) | Beter)
2 Ee(O'z) 2 Ee(a‘g) Ee(Cg)
3 | Ee(03) 3 | Ee(73) | Ee(c3)
4 | Ec(04) 4 | Ee(d4) | Ee(ca)
5 | Ee(os) 5 | Ee(05) | ¥efes)
# | Eo(on) N | Ec(an) | Ee(en)




o JCoAMyComdonResntProtocsl  Pagedt
Authorize Votes (2)

Imagine these values mixed.

(Voter Roll) (Voting Board)

i |S; i | A B;

1 | Ee(o1) 1 | Ee(01) | Beter)
2 | Ee(02) O(n-N) 2 | Ee(02) | Ee(e2)
3 | Ee(03) 3 | Ee(73) | Ee(c3)
4 | Ee(os) 4 | Ee(d4) | Ee(ca)
5 | Ee(os) 5 | Ee(05) | ¥efes)
a | Ee(on) N | Ee(an) | Ee(en)
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Introduction
JCJ - A Highly Coercion Resistant Protocol

Coercion Resistance in Linear Time
Smith / Weber
SKHS
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Solutions
Smith / Weber
Employs different PET mechanism

Not coercion resistant, as it turned out

Araujo et al.

Based on group-signatures

No verifiability of eligibility

Requires channel from authorities to voters prior to every vote
SKHS

Strongly based on JCJ, same assumptions

Combines approach by Smith / Weber with original PET

(=]



o (CowdonRedsenceinlierTime  Peseo
PET - The Smith / Weber Flavour

Given E¢(p1), Ee(p2), decide whether p; = po, without revealing
plaintexts.

Algorithm

1. Compute EZ(p1), EZ(p2), z €r Zq unknown
2. Compute pf = Decy(EZ(p1)), p5 = Decq(EZ(p2))

3. Return true if pf = p3, false otherwise.




Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup

)))))))\M
USIUUCUCOS
—| 0| o| of o o| o 0| ©
[ialijcafjcalicalyicajcaly[cajcaly/ca)
))))))))
— o | oo~ =2
1o [1b 1k 1k 18 1L |1k [1b
N D et B e et e e B!
L~ gcafljcalicali{cajjicaly[cafjcaly/ca)
- N[ o o |~ 2
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup

)))))))\M
USIUUCUCOS
—| 0| o| of o o| o 0| ©
[ialijcafjcalicalyicajcaly[cajcaly/ca)
))))))))
— o | oo~ =2
1o [1b 1k 1k 18 1L |1k [1b
N D et B e et e e B!
L~ gcafljcalicali{cajjicaly[cafjcaly/ca)
- N | |0 ~ 2
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup

g vl gl g gw )
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup

2leEEEEEE
SIS S ARSI
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[\allicalicalicalicaljcaicafica{cal
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Voting Board

Lookup

g vl gN gnlgn gw gn )
NI S CI CACH S
. ol O | O O O O
e lEapieapieagieagieagieageagiea
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1o [1b 1k 1k 18 1L |1k [1b
I et et Bt Bt e
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Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Lookup Voting Board
57 i A B;
U_Nz 1 Ee(61) Ee(Cl)
772 77— [2 | Be(62) | Eeler)
6" 3 | Be(03) | Eefes)
0752 4 Ee(5'4) Ee(C4)
042 — 5 Ee(5'5) Ee(C5)
6 Ee(5'6) Ee(C6)
7 Ee(5‘7) Ee(C7)
N Ee(ﬁN) Ee(CN)




Remove Duplicates

Use a lookup table to perform PET over multiple encryptions.

Lookup Voting Board

52 i A B;

U_Nz 0712—> 1 Ee(61) Ee(Cl)

gr* 2 | Ee(02) | Eefer)

J6” 3 | Be(03) | Eefes)

0752 4 Ee(5'4) Ee(C4)

0_42 5 Ee(5'5) Ee(C5)

g1% | 6 Ee(a'ﬁ) Ee(c6)
7 Ee(5‘7) Ee(C7)
N Ee(ﬁN) Ee(CN)




Authorize Votes (1)

Voter Roll To Do: Voting Board

iV [Si | , i A [Bi |
1 [ Wo [ Ec(o1) 2. Authorize Votes 1 [ Ee(51) | Ee(ar)
2 | Dw | E¢(02) 2 | Ee(02) | Eefer)
3| Gr Ee(0‘3) Now S/W PET? 3 Ee(U3) E (E )
4 | Ki Ee(0'4) 4 Ee(0'4) Ee(C4)
5 | SW | Ee(0s) 5 | Ee(ds) | Be(cs)
0 [ Wi | Bo(o) | 6 | Be(Go) | Fe(ce)
7 | Ee(57) | Ee(cr)

| N | Ee(UN) | Ee(CN) |

(=]



Authorize Votes (1)

Voter Roll To Do:

Vv (S|
1| Wo | Ee(o1) 2. Authorize Votes
2 | Dw | E¢(02)
3| Gr | Ee(03) Now S/W PET?
4 K| Ee(0'4) .
5 SW | Ee(os) — Mix.

| n | Wi | Ee(0n) |

Voting Board

Ai | Bi |

e 51) Ee(cl)

e(72) | Eefer)

e(73) | Eeles)

54) Ee(c4)

e &6) Ee(cﬁ)

e (_77) Ee(CY)

Zl|~Nlo|o| W D=

Ee(
Ee(
Ee(
Ee(
Ee(55) Ee(c5)
Ee(
Ee(
Ee(

(=]



o (ComconRessnceinlimerTime  Pegest
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
i |S; gj

SO WIN|R=
3!
o
~—~
Q
w




o (ComcnRessnceinlimerTime  Pege®
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
. Si O.IZ
Ee(o'l — o01% — | o1®

SO WIN|R=
3!
o
~—~
Q
w




o (ComconRessnceinlimerTime  Pegeds
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
. Si O.IZ
Ee(O'l o1*
z — | 2%

—— 02

SO WIN|R=
3!
o
~—~
Q
w




o (ComconRessnceinlimerTime  Pegedt
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
i |S; o’
1 Ee(O'l) o1?
2 | Be(02) o2*
3 Ee(03) PR 0.32 —_ 0'32
4 Ee(0'4)
5 Ee(0'5)
n | Ee(on)




o (ComconRessnceinlimerTime  Pegeds
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
i |S; o’

1 Ee(O'l o1?

2 | Be(o o2*

3 | Ee(o3 03*

4 z e 0'4Z

5

n

)
)
)
Ee(og) | < 04
)
)




o (ComconRessnceinlimerTime  Pegeds
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
i |S; gj

< 05

SO WIN|R=
3!
o
~—~
Q
w




o (ComconRessnceinlimerTime  Peged
Authorize Votes (2)

Imagine the voter roll mixed.

(Voter Roll) Lookup
i |S; i

1 )
2 )
3 | Be(o3) o3
4 )
5 )
n )

< On




. (CowdonRedsenceinlierTime  Peess
Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)

Uizz ] Aj Bj
g1 1 Ee((}l) Ee(Cl)
U2§ 2 | Ee(02) | Ee(e)
05? 3 [ Bu(53) | Belcs)
042 4 | Ee(5s4) | Ee(ca)
ZSZ 5 Ee(5'5) Ee(C5)
n N Ee(a'/\[) Ee(CN)




Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)

o’ ] Aj Bj
01” — | ¥ | Be(01) | ¥eter)
Uzj 2 | Be(52) | Ee()
032 3 | Ee(73) | Ee(cs)
042 4 Ee(5'4) Ee(C4)
ZSZ 5 Ee(5'5) Ee(C5)
n L N Ee(a'/\[) Ee(CN)




Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)

o’ ] Aj Bj
01” 1 | Be(01) | Fefer}
2% | — | 2 Ee(52) Ee(Cz)
iES 3 | Be(33) | Ee(cs)
042 4 Ee(5'4) Ee(C4)
ZSZ 5 Ee(5'5) Ee(C5)
n N Ee(a'/\[) Ee(CN)




Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)

o’ ] Aj Bj
1 1 | Ee(d1) | Eefer)
Uzj 2 [ Ee(32) | Be(e)
93 — | 3 | Ee(03) | Ee(c3)
4" | 4 | Fe(52) | Belca)
ZSZ 5 Ee(5'5) Ee(C5)
n N Ee(a'/\[) Ee(CN)




Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)

o’ ] Aj Bj
1 1 | Ee(d1) | Eefer)
Uzj 2 [ Ee(32) | Be(e)
93 3 | Ee(73) | Ee(cs)
o4 — [4 [ Be(Ga) | Belca)
ZSZ L 5 Ee(5'5) Ee(C5)
n N Ee(a'/\[) Ee(CN)




. (CowdonRedsenceinlierTime  Pees3
Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)
o’ ] Aj Bj
o1’ 1 | Ee(01) | Eeter)
Uzj 2 | Be(52) | Ee()
o3 3 | Be(33) | Belcs)
o4 4 | Fe(52) | Belca)
i — [5 [ Be(5s) | Beter)
In N [ Ee(an) | Be(cn)
P




o (CowdonRedsenceinlierTime  Peseot
Authorize Votes (3)

Use a lookup table to perform PET over multiple encryptions.

Lookup (Voting Board)

o’ ] Aj Bj

01 | 1 | Ee(01) | Eeter)
Uzj 2 | Be(52) | Ee()
o3 3 | Be(33) | Belcs)
o4 4 | Fe(52) | Belca)
i 5 | Bo(s) | Eefen)
In — [ N[ Be(Gn) | Ee(en)




Where does Smith /Weber fail?




Basics

Vote Casting

Associate vote (A, B) with voter roll entry S;

Tallying
Remove duplicates as per Smith/Weber
Authorize votes by performing PET over A and only S;



Cast Votes - Naive

1. (A) Encryption of secret credential o: Ec(0, ag)
2. (1) Index of V's entry in voter roll

Voting Board

(#/A  [B [P]T |
1 Ee(5‘1) Ee(Cl) .. |5

2 Ee(5‘2) Ee(C2) 2

3 | Ee(73) | Ee(c3) | ... | >n
4 Ee(5'4) Ee(C4) 2

5 Ee(5'5) Ee(C5) .. | >n
6 Ee(5'6) E (Cﬁ) L.l n

7 | Ee(57) | Be(er) |- | 6
|N|Ee(5)|Ee(CN)| |1 |




Cast Votes

1. (A) Encryption of secret credential o: Ec(0, ag)
2. (1) Encrypted index of V's entry in voter roll

Voting Board

L # [ A B [P]!I |
1 | Be(31) | Be(c1) | ... | Ee(5)
2 | Ee(32) | Ee(e) | . | Ee(2)
3 | Ee(33) | Belcs) | . | Ee(> n)
4 | E(Gs) | Ee(c) | - | Ee(2)
5 | Ee(3s) | Ee(cs) | . | Ee(> n)
6 | Ee(36) | Ee(cs) | . | Ee(n)
7 | Be(57) | Beler) | - | Bel5)

| N | Ee(on) | Ee(en) | | Ec(1) |




o (ComconRessnceinlimerTime  Pege®
Tallying - Naive (1)

. Remove duplicates as per Smith/Weber
. Mix voting board
. Decrypt voting board indices I

1
2
3
4.
5.




. (ComconRessnceinlimerTime  Peelod
Tallying - Naive (2)

Voter Roll with Associated Votes

| i | Voter | ) ” Ay | B, | A; | B, | A; |
1 | Wolf Eo(o1) | Bo(on) | Folcn)
2 | Dwarf Ee(0'2) Ee(5'4) Ee(C4)
3 | Gretel Ee(03)
4 | King Ee(04)
5 | Snow White Ee(0'5) Ee(5'7) Ee(C7) Ee(61) Ee(C]_)
| n | Witch | Ee(0n) || Ee(56) | Be(cs) | | |




. (ComconRessnceinlimerTime  Peelol
Tallying - Naive (3)

Remove duplicates as per Smith /Weber
Mix voting board
Decrypt voting board indices |

~

Mix tuples (S, A, B) — (S, A, Iﬁ3)

ok~ b

Perform PET over tuples (S, A) to authorize votes



Is this as secure as JCJ7




. (ComconRessnceinlimerTime  Peelts
Tallying (1)

o G AW

Authorities simulate a random number X; of votes associated
with V;

Remove duplicates as per Smith/Weber
Mix voting board
Decrypt voting board indices |

Mix tuples (S, A, B) — (5, A, B)

Perform PET over tuples (S, A) to authorize votes




. (ComconRessnceinlimerTime  Peelot
Tallying (2)

Trusted authority simulates a random number X; of votes
associated with V;

2. Remove duplicates as per Smith/Weber
3. Mix voting board

4.
5
6

Decrypt voting board indices |

. Mix tuples (S, A, B) — (é,/ﬁ, é)

. Perform PET over tuples (S, A) to authorize votes

— O(N + n)
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